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Chief, Training Division 



subject: Conf erence . on Series of NSA Cryptanalytic Texts and Courses 



, ,1. You are personally requested to participate in a conference 

.".which is to be held in the Director* s Conference Roam (Rm. 19-244, NSS) 

■ at 0900 cm 12 January 1955. In this conference you will be asked to 
consider and evaluate plans for completing the series of NSA basic 

- texts and courses which are to cover the entire field, of cryptanalytics. 

i 2. __ The conference will open with a review of the details of the 
■first text and^ course which have been couplet ed in this series. Then 
• _ thie presently projected plan for the remaining texts and courses will be 
outlined, followed by a brief presentation of the general philosophy 
underlying this series. The Agenda is attached as an Inclosure. 

^ ; 3. Following the formal opening presentation, your views will be 
-‘•elicited concerning the scope of this project and the value of continuing 
the preparation of this series of texts and courses, both from the stand- 
. ‘point of enhancing the professional stature of Agency personnel and of 

- insuring the preparation of adequate training materials which would be 
badly needed in case of disaster. The views presented in this conference 
will become a matter of record, and will be taken into consideration in 

* the establishment of Agency policy. 



•. _ 4. If it is the consensus of the group participating in this con- 

ference that the project should be continued and completed in the shortest 
possible time, a plan for accomplishing this desired end will subsequently 
be formulated and presented to the Director for approval. 



5* Mr. William F. Friedman, S/ASST, will be Chairman of the confer- 
ence, with the following participating members: 



Mr. W. F. Friedman 
•''Dr. S. Kullback 
/Dr. H. H. Carapaigne 
Dr. R. A. Leibler 
Y^Dr. H. J. Stukey 
'/Mir. D. Callimahos 



^ Col. R. E. Schukraft 
* Dr. L. W. Tordella 
Mr. F. A. Raven 
^Mr. A. J. Levenson 
'' / Dr» R. H. Shaw 



Mr. F. W. Lewis 



/Mr. M. E. Waltz 





L. PATTERSON 
Chief, Training Division 
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. Agenda 
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OP 

CONFERENCE ON NS A 
CRZPTANALTTIC TESTS AND COURSES 

(12 Ja coary 1955) 

Sehediilet 



0900 - 0902 


Introduction 


0902 - 0910 


Briefing on "Military Crypt analytics 
Part I" text and course 


0910 - 0920 


Briefing on Part H-VI testa and 
courses 


0920 - 0930 


Statcaant of the philosophy underlying 
this series of texts and courses 


0930 - 1G/+5 


Discussion 


10A5 - 1100 


Conclusions end re coasaend at ions 
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SCOPES OP PROJECTED N3A SISSIES OF TEXTS AND COURSES 
ON CRTPT AKALYTI C S 

I CCOlTOKmjMto difled)^ Basie 

tflap*Sj»lo®r and fundamental cryptologic definitions o Cryptography and 
cryptanalysis oft uMliteyal substitution ciphers 5 nultilitoral substitu- 
tion ciphers* variant systems; polygraphie ayetssaa ssploying small matrices 
and qp^rimilar tables} eleeantary teleprinter syoteas,-, Fundsnmtal 
cryptanalytio uses of frequency disfcritntioas} r p robable^word msfchod" of 
solution} vcw al- ooneocant analysis} oceplefcion of the plain- component 
soquancej methods of alphabet reconstruction and keyword derivation} "phi 
test* tor dstoradning th* aono-alph&betloity of a distribution (monographic 
and digrspbio)} tests for asatohisg distributions; analysis involving ths 
ns* of isdlogso Special substitution systems* such as aanoms-dinaa® systems* 
syllabary squares and code charts, and open codes and concealment sysrfces&jo 
Basic forelgp-languag© oryptolinguistios* (Prersquiaitaj none*) 
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coNFiDarra fe- 

HlXitary Qrrot«nal ytl g_s t Part II (CO)^D3mAL/^todlft «j)» Cryptography 
and cryptanalysis of periodic polyalp habeii o substitution ciphers; Vigoaere, 
Porta, and other pdlyklphabetlo systems} progressive alphabet systems* 
Fundiawrital principles of factoring} ^rebahle-jword method" of solution! 
octqplafciosi of the plain-octqj orient sequence} redaction to nawalphabetlc 
tarsia when the cipher ocwponont is known; theory and applications of direct 
and indirect symmetry of position} special solutions based on iaologs and 
cryptographio arroro* Sjpecial typos of periodic endphemwsfc, sucli aa Yernara 
teleprinter encipherment , the "Nihilist" cipher, aapfliw-dinotas systems with 
cyclic additives, periodic di graphic systems, and the "Sphinx" cipher device* 
The "chi test" for matching dlstrltwticnnf principles of depth reading} 
basic applications of punched-card tabulating machinery in crypteaalysis} 
introduction to statistical net hods in cryptanalysis} weighting systems 
applicable to periodic ciphers; Lester 3* Hill’s algebraic polygraphia 
encipherment; weather encryption systems} introduction to solution of trans- 
position systems} introduction to aperiodic systems: introduction to traffic 
analysis; history of cryptology. (Pi*er3qui sites: Military Crypt analytics* 

Part I). 

mit^. Q^analy-tlcs. Part III (OOSPlDiSmAL}. Cryptography and 
cryptmalyeis of aperiodic polyaSphabatio substitution ciphers and repetitive 
systems* Suproasion of periodicity by means of irregular-length plaintext 
growings, irregular-length key groupings, and plaintext and ciphertext 
interrupters; methods of lengthening or extending keys} plaintext and cipher- 
text aatoteoy systems} progressive alphabet systems} solution of indicator 
aystsrao* Solution of cylindrical cipher devices and strip cipher systems; 
solution of elementary cipher machanisas, each as the Vfaeaietoua, Kryha and 
similar devices* The "keppa test"} weighting systems for the determination 
of depths; further statistical applications in cryptanalysis} the chi-square 
test} use of the Poisson Tables end Binomial Tables; diagnostic testa in 
cryptanalysis* Special solution a based on iaologa and cryptographio errors* 
Applications of RAM equipment and oospufcara In a^t analyst & • (Prorequlsitsai 
Military Cxyptsnalytics, Parts I and II 5* 

Military Crrotanal yt ica . Part IV ( 00?j?I OMi ‘ lAt ) » Cryptography and 
cryptanalysis of traaapoaitiota, coafofiied substitutioo-trancpositlcn, and 
fracti«wiating systems* Solution of single transpositions ploying various 
typo a of matrices} solution of doubl® transpesitiea systmas} matrix recon- 
struct l^w; key recovery; reconstruction of literal key a} revolving grilles 
and Sacco grilles} special solutions bared on isologs and cryptographio 
errors* Solution of the ADFGVX sysrtemf bifid and trifid fractionating 
systems} polygraphio systems with fractionation* Applications of analytical 
machine techniques in the solution of transposition ay steals. (Prerequisites* 
Military Cryptamlytics, Part* I mi II}* 








Military Q^tanalytlog. Part V tSEWR Cryptography and crypt- 
analytiio of coda and enciphered code ayateau* Solution of one-part and 
two-part ooda systems} repagination a ; mixed-unit oodcaj literal and 
numerical supsrsncryption ay stoma. Additive and subtractive ny sterna, 
involving normal and mod 10 arithmetic; use of difference tables; conversion 
square systems; literal aupa ranory ptlon systems} transposed ooda syetersa; 
indioator systems* Solution of a<n ciphered ooda cystoma involving unknown 
codes and unknown encipherments; differencing and other techniques involved 
In reduction to a basic ooda} special solutions based on isologs and 
cryptographic errors} statistical methods and applications of analytical 
machines in enciphered code solution* (Prerequisites; Military Crypt- 
analytics. Parts I and II)* 

Military Cpptiaaalytlcs. Part 71 (3BCRBT)* Cryptography and crypt- 
analysis of cipher machines and encrypted tranacdseicn systems* Solution 
of repreamtative literal machine ciphers} key generators; alphabet 
generators* Solution of literal machines of the Hagai in, Hsbem and Enigma 
types; 3-211 and other fractionating qysteaa} indicator systems* Solution 
of typical cipher teleprinter Cretans} cryptanalytic approaches in the 
solution of cifax, ciphony, end division syat«RO* Typical applications of 
statistical methods and analytical machine techniques in the solution of 
literal and non-literal crypictaaehinac; apodal solutions based on Isologs 
and cryptographic errors* (Prerequisites* Military Cryptanalytica, Parts I, 

n, am m). 



